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1.0 Scope
1.1 Identification

This is the Software User Manual (SUM) for the Lookup Roles Application Programming Interface (API)
version 5.8.

1.2 System Overview

The IRAPT application currently provides the ability to search the database for active users associated
with a given location code / extension combination. Because this is a manual process the new Lookup
Roles APl will provide the capability to automate the process through standard web and web service
protocols.

1.3 Document Overview

This SUM provides information on how to use the Roles Lookup APl web service. The API is described,
and samples are first provided for valid and invalid XML formats.

2.0 Software Summary
The following is a summary of the Lookup Roles APl and the computer software necessary to use it.
2.1 Software Application

The Roles Lookup APl is a Web service provided for allowing system users the ability to identify active
roles associated with a given location code / extension combination. Authentication required for using
this Web service.

2.2 Security and Privacy Considerations

As this is a private and secure API, all communication with the web service will occur over an SSL
connection. The user will need to pass in the appropriate certificate credentials for the request to be
processed.

3.0 Authentication Methods

3.1 SOAP Header Authentication

For SOAP 1.1 & SOAP 1.2, you need to use soap:Header to pass in security information. It uses WS-
Security. Please click here for more information on WS X.590 Certificate Token.

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope”
xmlns:apis="https://wawf.eb.mil/lookuproles™>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd">
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#Base64Binary"”
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3"
wsu:Id="X509-1A9766DABO1FF9406914356276215929">
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</wsse:BinarySecurityToken>
</wsse:Security>
</soap:Header>
<soap:Body>
</soap:Body>
</soap:Envelope></soap:Header>

4.0 Lookup Roles API

The Lookup Roles service has its own schema which lists both the request and response elements. In
the schema the client can identify what types of roles are being queried through the service. This
mimics the functionality that presently exists within the Portal’s active role searches. The main
difference for the Web service is the addition of the Contractor Shipper and Receiver roles.

For the Lookup Roles API, there is a schema document as well as a web page where the XML format can
be tested prior to system implementation. Table 5-1 provides the URLs and links to the WSDLs, methods
and schemas.

NOTE: If you copy the WSDL URL from this document into the ‘Initial WSDL' field to create the Project in
SoapUl and you’re using the Firefox browser be sure to remove any extraneous spaces that appear.

API Type Location
Roles Lookup WSDL https://wawf.eb.mil/schemas/LookupRolesService.wsdl
API
Schema https://wawf.eb.mil/schemas/LookupRolesService.xsd
SOAP 1.1 & SOAP 1.2 https://wawf.eb.mil/endpoints/lookuproles

Table 4-1 API WSDL, Methods and Schema

5.0 Lookup Roles API

This APl is used to return a list of active roles associated with the provided location code / extension
combination(s). The following web method is available for this API

1. LookupRoles: Pass in an array of location codes / extension (if applicable) combinations as an
object, and receive a response object.

5.1 LookupRoles
The following sample shows a SOAP 1.1 request and response for the LookupRoles service.

5.1.1 SOAP Request

<soapenv:Envelope xmlns:look="https://wawf.eb.mil/lookuproles"”
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
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<soapenv:Header><wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-
200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-
200401-wss-wssecurity-utility-1.0.xsd"><wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary"” ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-
token-profile-1.0#X509v3" wsu:Id="X509-
1A9766DABO1FF94069143562807262013" >MIIFKDCCBBCgAWIBAEICSZMWDQYJIK0oZIhvcIJIJAA87hwXDELMAKGALIUEBhM
CVVMxGDAWBgENVBAoTD1UuUy4gR292ZXJubWVudDEMMAOGA1UECXMDRGIEMQwwCgYDVQQLEWNQSOkxFzAVBgNVBAMTDKRPR
CBKSVRDIENBLTI3MB4XDTEOMDMyNzE3MDYXN1oXDTE3MDMxNjAwWMDAWMFoweTELMAKGAIUEBhMCVVMxGDAWBENVBAOTD1U
uUy4gR292ZXJubWVudAABATI0GA1UECXMDRGOEMQwwCgYDVQQLEWNQSOkXDTALBgNVBASTBERJUOEXITAJBgNVBAMTHFBpb
HNidXJ5LkRvdWdoYm95L jkwMDAWNZzQONjAwWggE iMAOGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQCPeTs+IWRXILib+bq
RASYOCQQrCG5Zh393FA7dT+jsHHYi8M12VjuERBWEXvo@nkm/ZoOCTvjyKDxZ5FYAKYwluv1aYCZrDSypGyEpxIQnMjlay
OLUWSRWP3aDIGyyb3LWGXCHIjZXqycE8CcTNFffD3J4ybQYM1BATHINSMKTAYUSKXmuHV2iUlGFMwwtpK3M17wTIk+7y4G/
69CECAL3AXbZ1yQKGtQtw/fAv10bXnjfdfGANEDNir2UFfcZ3d+hm+wGZyrdtEiAyWvmU4cGketZVIkOsZL1rZcpvCXMRH
V3asdQxMaropdoImRAcsPuldVVe7tHd3YuywlE70qKVAgMBAAG]jggHVMIIBOTAOBgE jut9oHAF8EBAMCBSAWHWYDVROjBBg
WFOAUIXQOIE1fLjclksEGWcOMOMU1kmgwHQYDVROOBBYEFPHZzJI7U7TaAhF8ilWIMIbCP8N8YYeMCMGALUdIAQcMBowCwYJY
IZIAWUCAQSFMASGCWCGSAF1AgELEjB9BggrBgEFBQcBAQRXMG8WPQYIKwYBBQUHMAKGMWhOdHAGLY9jcmwuZ2RzLm5pdC5
kaXNhLm1pbC9zaWduL@ORPREpJIVENDQV8yNy5jZXIwLgYIKwYBBQUHTESTRmhOdHA6LYOVY3NwLm5zbjAucmN2cy5uaXQuz
GlzYS5taWwwgdoGA1UdHWSBOjCBzzA20DSgMoYwaHROcDovL2NybC5nZHMubm1OLmRpc2EubW1lsL2NybCOETORKSVRDQOF
fMjcuY3IsMIGUoIGROoIGOhoGLbGRhcDovL2NybC5nZHMubm1lOLmRpc2EubW1lsL2NuJTNKRESEITIwSk1UQyUyMENBLTI3]
TJjb3U1M2RQSOkIMmMNvdSUzZERVRCUYY281M2RVL1IMuITIwR292ZXJubWVudCUyY2M1M2RVUZ93jZXI0aWZpY2FOZXI1dm9
JYXRpb25saXNe02JpbmFyeTANBgkghkiGOwOBAQUFAAOCAHHHHM+BtCCWVKTTFCuvjCAZHC68GUMGMkr1lUKHiD7QoY1SbX
jJU6HFObFSZix1c5r2HTOgCAMWX7mUuFm2q4EP67YugxZHFerUkP68gK/q5a0xpvTe8VZyByqcKzoHDeuh2RyJ3K72kOP/K
RO7KTS/W3gVeM2q2uXAMo1XcFOY+yezoWIpMu5kI5Z+Cn2YPNiz9G1IGQUSGgmrXPFNPQsjvgHNdm7f+FbvzA8/zekyEMH
drl17L6QAVgM]j33xeQVmr6IJFDRLIHQ5C69uIBWVS4A+uIT1IZqV6TTQYWIKTjHONru32M9Cz02222EYtI7sw2sWlgel+cz
q2HGbZ49hVcdYhKQ=+</wsse:BinarySecurityToken><ds:Signature Id="SIG-
1A9766DABO1FF94069143562807262216"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/><ds:Reference URI="#id-
8C1AEE685CE896DD88143529011729312" ><ds: Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><InclusiveNamespaces PrefixList="1look"
xmlns="http://www.w3.0rg/2001/10/xml-exc-
clan#"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/><ds:DigestValue>M3x08vUf9d+WOTKhrC23g5iRNa
g=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>QrluFgt8blsxU2B1gQx1ldp0O5c
swBOYKYEeJ5YtImCjkRZYawWGdNci/hMmlmtcHVQM71fIe5Qm/Z

ElylzynrTEpONrPbTw7xeqfUSqBYgokm3WxTEOWQnNRB49P5FVQhsbZ7ncGdwx06/sskA1D7NZEOE
hAtI2YuzzA/mVPOmcBnC5+TPj2BjamyvDLjpI11w43c/0zh3X6NVVNICkVdXhdFLKWwgbqd19tZF
cokPP20otWcHObGVWkYwV4AVXKddyMpeW8uojjRAjB+0d8WCRZ411VIXCXKMELEZXxhuhbXYOykx1XZ

dtR5LYsJUQL1hVLg48BfrU/pAHilePwY2vffsw==</ds:SignatureValue><ds:KeyInfo Id="KI-
1A9766DABO1FF94069143562807262014" ><wsse:SecurityTokenReference wsu:Id="STR-
1A9766DABO1FF94069143562807262015" ><wsse:Reference URI="#X509-
1A9766DABO1FF94069143562807262013" ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-
200401-wss-x509-token-profile-
1.0#X509v3"/></wsse:SecurityTokenReference></ds:KeyInfo></ds:Signature></wsse:Security></soape
nv:Header>

<soapenv:Body wsu:Id="id-8ClAEE685CE896DD88143529011729312" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">

<look:LookupRoles>
<look:Location>
<look:LocationCode>FU4417</1look:LocationCode>
<look:Extension>USER</look:Extension>
</look:Location>

<look:Location>
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<look:LocationCode>06481</1look:LocationCode>

<look:Extension/>

</look:Location>

</look:LookupRoles>

</soapenv:Body>

</soapenv:Envelope>

5.1.2 SOAP Response

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

<SOAP-ENV:Header/>
<SOAP-ENV:Body>

<ns2:LookupRolesResponse xmlns:ns2="https://wawf.eb.mil/lookuproles">

<ns2:Roles>

<ns2:LocationCode>FU4417</ns2:LocationCode>

<ns2:Role>

<ns2:Extension>USER</ns2:Extension>
<ns2:RoleIdentifier>1</ns2:RolelIdentifier>
<ns2:RoleDescription>Acceptor</ns2:RoleDescription>

</ns2:Role>
<ns2:Role>

<ns2:Extension>USER</ns2:Extension>
<ns2:RoleIdentifier>8</ns2:Roleldentifier>
<ns2:RoleDescription>Inspector</ns2:RoleDescription>

</ns2:Role>
</ns2:Roles>
<ns2:Roles>

<ns2:LocationCode>06481</ns2:LocationCode>

<ns2:Role>

<ns2:Extension>TEST</ns2:Extension>
<ns2:Roleldentifier>12</ns2:Roleldentifier>
<ns2:RoleDescription>Contractor Shipper</ns2:RoleDescription>

</ns2:Role>
<ns2:Role>

<ns2:Extension/>
<ns2:RoleIdentifier>13</ns2:Roleldentifier>
<ns2:RoleDescription>Contractor Receiver</ns2:RoleDescription>

</ns2:Role>
<ns2:Role>

<ns2:Extension/>
<ns2:RoleIdentifier>12</ns2:Roleldentifier>
<ns2:RoleDescription>Contractor Shipper</ns2:RoleDescription>

</ns2:Role>
</ns2:Roles>

</ns2:LookupRolesResponse>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

6.0 SOAP Ul Test Setup

Download the latest SoapUl
version.

http://www.soapui.org/
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Retrieve a copy of the https://wawf.eb.mil/schemas/LookupRolesService.wsd|
LookupRolesService WSDL
and XSD (schema)
documents and save them
in a location you’ll
remember later.

https://wawf.eb.mil/schemas/LookupRolesService.xsd

. -
Along with the WSDL and /- Pilsbury.Doughboy.9000074460,p12 - KeyStore Explorer 5.1.1 l=|E
Schema files you will also -

need your certificate

File Edit View Tools Examine Help

information. Here is an JTEH|«~xhBRsRA~ORCC@E|@

example of what your file .

might look like. Pilshury Doughboy. 3000074460012 % ‘
T & [E CEntryName Algarithm Key Size Certificate Expiry Last Modified
! - @ DODIITCCA-27-U.... RSA 2048 15Mar/2017 20:00:0... -
! - @ DoDIMTCRootCAZ  RSA 2048 03f1ul/2030 23:31:31... -
W - @ Pisbury.Doughboy.3... RSA 2043 15Mar/2017 20:00:0... -

Open the software and
right-click ‘Projects’ in the
left Navigation menu.
Select the ‘New SOAP
Project’ option.

New REST Project

Irpoet Progect e
It Packed Preject
Frpegt Remote Project

Savve All Projects CrieAns

Rename Werkspace
New Workipace
Switch Workspace
Clear Workspace
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Create a Project name and
browse to where you have
saved a copy of the
LookupRolesService WSDL
and schema. Click OK.

NOTE: If you copy the WSDL
URL from this document
into the ‘Initial WSDL'’ field
to create the Project and
you’re using the Firefox
browser be sure to remove
any extraneous spaces that
appear.

-

« New SOAP Project R
New SOAP Project @
Creates a WSDL/SOAP based Project in this workspace

Project Name: ‘LoukupRoIesTest ‘

Initial WSDL: ‘C:\SoapUI_ExampIes\LookupRoIesSer\rice.wsdI ‘ l Browse... ]

Create Requests: || Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: [ | Stores all file paths in project relatively to project file (requires save)

If successful, you should see
the Project structure shown
to your right.

Mawvigator

Projects
E}%I LookupRolesTest
E}I LockupRolesServiceSoapllBinding
. B2 LookupRoles
- i Requestl
E}I LockupRolesServiceSoapl2Binding
E}’Zs LookupRoles
22 Requestl
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Double-click the Project you
just created that now
displays in the Navigation
pane and select the tab
titled ‘WS-Security
Configurations.” Under the
‘Keystores’ tab, and click on
the + sign to add your p.12
keystore. This will contain
an intermediate and root
certificate. Enterthe
necessary password
associated with your
certificate when prompted.

| LookupRolesTest :

( Overview |/T5t'3ui‘t5 rWS-Secuﬂty Configurations rSecurrty Scan Defaults |

( Outgoing W5-5ecurity Configurations rIncoming W5-Security Configurations r Keystores rTrusistorﬁ |
+_ =

Source | Status | Password | Default Alias | Alias Passwo

X

" &

Look In: ’D SoapUl Examples

@ LookupRolesService.wsdl

=] LookupRolesServicexsd
= PiIshuw.DoughhoySﬂDﬂﬂ?MﬁD.plZi

File Name: | Pilsbury.Doughboy 9000074460.p12

Files of Type: [ ']

(o5

Now select the tab titled
‘Outgoing WS-Security
Configurations’ and select
the + sign to add a new
configuration. You can
name this however you like.

LookupRolesTest

r Owverview rTa:tSui'tfs rWS-Security Configurations rSecuri't],r Scan Defaults |

r Outgeing WS-5ecurity Cenfigurations r Incoming W5-5ecurity Configurations | Key

Mame | Default Username/Alias |

Default Password |

-

Mew Outgoing WSS Cenfiguration | 28 |
0 Specify unique name for configuration
Lol Cutgoing L
LA | | |
QK l Cancel l |
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Click on the + sign in the
bottom left pane just below

|/ Outgoing W5-5Security Configurations I/ Incoming WS-Security Configurat

where you added your . L
outgoing configuration and Mame | Default Username/Alias | Default Passwore
select ‘Signature’ in the Outgoing
dropdown.
-
RN Add WSS Entry L= |}
A Select type of entry to add
[Signature "]
L Ok —I ’ Cancel ]
. | I -
Populate the newly )
displayed fields with the Lhoavw
values shown to your right. Sanature ¢
The Keystore, Alias, and g ¥ Keystore lPiIsbuW.Doughboy.gﬂﬂﬂﬂ?fldﬁﬂ.pll b
Password values will be Al pisbury doughboy ONOTTAGO ~
specific to your certificate
setup but the remaining Password: ‘uuuu
fields should match. Close
this window. Key Identfier Type: lBinarySecurityToken ']
Signature Algorithm: lhttp:!,‘mw\r‘wB.org,‘lﬂﬂﬂfﬂg,‘xmldsig#rsa-shal v

Digest Algorithm:

Use Single Certificate:

Parts:

Signature Canonicalization:

[http:ﬂmwa.orgﬁﬂfzummEc-xm|-d4n-10010315

lhttp:,’,‘wu\rw‘wB.org!lﬂﬂﬂfﬂgfxmldsig#shal b/

Use single certificate for signing

+_ %
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Expand the ‘LookupRoles’ A = B
ol " ar Request
level under the SOAP 8 5 project "
. = = - 30 I ] . .
project structure you 3 58 LookupRolesTes P REDO i B ‘https.f/wawf.eb.ml|/endpo|ntsflookuproles
. = :
preV|0us|y created. Double- I LookupRolesServiceSoapl1Binding g [l <snapenv:Envelope xmlns:spapenv="http://schemas xmlanap.or
click ‘Request 1’ and 2 | B LookupRoles 2 tspapeny:Header/>
windows will open up for .5 Requestl gd  csospenv:Bodp
he XML t and & LookupRolesSenviceSonpl2inding || [E[7  Rooiriookumisies>
the request an N P P 9 <!--1 or more repetitions:--»
response. Only the request &-& LookupRoles ] <look:Location>
0
side will have elements. " ae Request] <look:LocationCode>?</ look: LocationCodes
<look:Extension>?</look:Extension>
</look:Location>
%/ look:LockupRoless
</ spapenv:Body>
</goapenv:Enveloper

Above the request will be it B |hittps://wawf.eb.mil/endpoints/lockuproles

the URL retrieved from the
WSDL document the project
was created from. This will
not match the environment
you are testing in so be sure
to edit the context portion
for your particular server.

reloope xmlns:scapenv="htto:/ //schemas.xmlscac.orassoac

Enter the location code
and/or extension code you
want to search on within
the XML request. Once
done, right click on the
request window and select
‘Outgoing WSS’ option, then
select ‘Apply <insert name
of your outgoing
configuration>.” This will
add the necessary
certificate security
information for use of the
Lookup Roles service.
NOTE: If you change any
values on the request XML
you will have to perform
this action each time to
produce new security
header information.

= |l €3papeny:Envelops Hmlns:spapenv="http://achemas_xmlscap._orgy3oap/envelo)
E <apapenv:Header/>
? = <soapenyv:Body>
e B <look:LookupRoles>
t!==]1 or more repetitions:--=>
= <lpok:Location>

<look:LocationCode>?</look: LocationCode>

“look:Extension®7</look:Extension>

1 Validate ARV
“M % Format XML A
</ scaps
</ goapeny | Add WSS Username Token
Add W5-Timestamp
Apply " Outgoing *
Remove all outgoing wss
(gt EUPY r
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You will see the security
information now shows on

v

= i@ 0O e W |https://ftest-server.com/endpoints/lockuproles

= <gpapenv:Envelope xmlns:lock="https:/ /wawf.eb.mil/loockuproles™
the requeSt XML and YOU g g <Es}capem.':Hea§er><wsse:Securitypx_m;l_.ns:wsse="ht.t.;p:_.-',.-'dzis.:asi
are able to submit the XML = | SPSh1BSpP7132xiPBBzYp3kqgt/BEatRTEc4Pgf0jBgBRe31at0hmsX3xK0=N+0H
to the web service. 2| HEnZZS0004BOebwl3bEiTUNSpnv+niYOEAVUl] ptulyDF+ 60  GHEkeDoR/ +o
OCdeSnyH0lBadsHpesbEwevepCvRTHAGYHELnO=r 8 BOVEpoRYE54+EsSHE / 1gDpE
ObTuZHwFocJoEgidBYhAEwol yDYHE toMH3ICfg=—< /ds: SignatureValue><d
=] <spapenv:Body wsu:Id="id-37E3ES5c2B2cZcD2ZRAE143569453546584"
= <look:LoockupRoles>
<!—--1 or more repetitions:--»
= <look:Location>
<look:LocationCode>FU4417</ lock :LocationCodes
<look:Extensions/>
</ look:Location>
</ loock:LoockupRoless
</ soapenv:Bodyr
</apapeny:Enveloper
Now click on the Green lookuproles
arrow at the top left of the mil/lookuproled® : = | <50AP-ENV:Envelope xmlns:SCAP-ENV="http://schemzs. xmlsozp.
Request pane. This will http://docs.oa u E <S0AP-ENV:Header/ >
transmit the request and 8tOhmeX3xE0a+ g [0 <SORP-ENV:Body>
resultin a response being fUR0] 0HEkeQeRS e <nsi:LookupRolesBesponse xmlns:nsi="https://wawi.eb.:
displayed in the right pane. | yass+zashiz/1q0f a <ns?:Roles>
ignatureValue> <ns?:LocationCoderFU4417</naé - LocationCode>
1435894535e984 = <naZ:Roler
<naZ:Extension»123456</nsd :Extenaion>
<nsé:Roleldentifierr5</nai:Boleldentifiers
<nsi:Rolelescription»Government Shipper</ns
cationCoder </nai:Holer
= <nzZ:Rolex
“nsf:Extension>BOB</nsi:Extension>
<nsf:Boleldentifier»8</nsi:Aoleldentifier>
<nsi:Bolelescription*Ingpector</nas:Boleles
</nai:Hole>
= <nzZ:Rolex

7.0 Registration

In order to allow for use of the secure Lookup Roles SOAP web service, the participating system must be
registered in the IRAPT system. For this to happen, the requesting party would need to contact the
WAWF SAM and provide basic system information along with Base64 certificate credentials. These
credentials will be validated against for each web service request.
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